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I INTRODUCTION 

The use of Internet framework leads to the raise of 

data users and data providers in wide manner. The 

trust factor and privacy level also increased with the 

network sharing usage. This paper assists to provide 

the various challenging tasks against attackers and 

path failure in network services. Also enable real 

world services to open standards and available 

nodes in dynamic network. Most of the well-known 

organization adopts HTTPS approach and Snooping 

messaging to guide their major application. The 

secure standards enable the network application 

more secure. The highly authorized organizations 

provides various security standards for network 

services but still there is some changeling security 

tasks like path failure, loss of content, vulnerability, 

bug, threats integrated with some data providers 

which affects the trusted and secured service. E-

Messaging, online reservation, E-shopping is some 

of the applications on network services. The service 

communicates with all providers without any 

authentication check. UDDI also employed with 
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ABSTRACT 

In wireless sensor network based information sharing is one of the emerging 

sources for data sharing and access of different data from various domain 

networks. The network combines various data providers on the basis of request 

arise in tradition network. The usage of services extends its privacy and 

authentication to protect web service application from various vulnerable 

actions. The communication in sensor network depends service application 

composed of network protocols and open standards allows communication in all 

type of networks without the human interaction. Secure messaging also enabled 

to raise the trust factor. The accident occurs in the router path leads to the lack 

of communication in wireless mode. In this paper we also introduce distributive 

algorithm to enable the alternate shortest path to achieve the failed path 

communication. Distributed nodes are also an open standard data format for 

authorized communication in different service providers. The nodes are enabled 

only for the secured and authorized navigators to reselect the alternate path 

from the available active nodes. Alternate path changing is also enabled shortest 

location tracking for the effective communication and traffic free navigation by 

directly access the available free path. 

Key Terms: Domain network, tradition network, IP header, shortest path, 

wireless sensor networks. 
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WSN to provide new services in real time application 

without the human interaction. In the Online Ticket 

booking application the reservation service finds the 

available information before initiating it. The 

network service policy listed the user information in 

UDDI registry to ensure all the location. Once the 

service is requested, the UDDI search for capable 

paths with user’s needs and ensure the (URL) 

uniform Resource Location to access the 

servicewithout the human interface.A service is a 

logical representation of a repeatable business 

activity that has a specified outcome (e.g., check 

customer credit, provide weather data, and 

consolidate drilling reports). Routes construction 

and evaluation are needed to monitor by central 

access provider. The non-regular shape 

communication network leads to failure of path 

selection and path failure. 

II RELATED STUDY 

In recent years network domain experience lots of 

security attacks in network communication. The 

request and responds are sending by the basis of 

message header. The message transmission is not 

securely defined. The messages can be view by any 

interface users in the open network. To protect web 

service several securing messaging are introduced 

(XML, HTTP, SSL, HTTPS, Encryption, WS-Security, 

SAML).  

The weakness in the secure messaging leads to 

various attacks in web service Technology. The study 

on security risks provides web service for secure 

authentication.   

Application attacks are direct attack encountered on 

data bases or in authentication process. The 

interactions in web application are designed with 

low- level API. The output and results are 

dynamically generated to the user’s data set which 

is easy to attack and anyone can alter the document 

present in the specific applications. 

The attacks on web service are common security 

issue that halts entire network from the 

communication. To improve the efficiency of 

network and data base WS- security is enabled on 

the typical HTTP. WSDL scanning, IP snooping are 

also studied to prevent various attacks. 

 Modified Message:  An attacker can 

update, alter, deletes or change the 

information of message content to be 

delivered  

 Unauthorized user: An unauthorized person 

views the information disclosed in the 

message body. 

 Bugs:  Attacker can send the Bugs or false 

messages to the user and make them to 

believe the message is send form sender 

side. 

 Third party: Attacker between the client 

and server can view and interrupt the all 

the contents. 

 Address spoofing: An Attacker sends the 

request to the server or user with the 

defined message and IP format. 

 Denial of service. An Attacker makes the 

network or message unavailable to the 

user. 

EXIXTING SYSTEM 

There are many applications are developed to sense 

the emergency event but that’s all not more 

effective and then large complex algorithms and 

very high cost developments. The nodes 

communications are failed to communicate in 

critical events, if the nodes are damaged in the 

critical situations. The routes passing by the 

destroyed nodes become invalid. To reconstruct 

routes, a usual way is that the undestroyed nodes 

make flooding outside of the event region to search 

the destination nodes. A network service is a 

method of communication between two electronic 

devices over a network. It is a software function 

provided at a network address over the Web with 

the service always on as in the concept of utility 

computing. The web services standards like building 

the security policies, authentication exchange are 

improved to avoid attacks but an emergence of 

many new attacks take place. The nodes  

PROPOSED SYSTEM 

To overcome the security issues secure standards 

protocols are used for the communication. 

Cryptographic keys and certificate tokens are also 

introduced to check the authentication. Sandboxing 

is an additional feature added with Java and .Net 

platform to differentiate actions from the operating 

system. Well tested tools are implemented for 

developer’s team for secure frame work.Network 

access policies and protocol bindings are introduced 

to protect network path form attacks.In the 

reservation process the service providers sends the 

request to the source to check the predictions 
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provided by the clients. The reservation service must 

checks for the user credit details and account details 

provided by the bank by send the client request. 

After checking the sufficient balance the reservation 

provider response to the client’s request and 

determine whether the ticket is booked or not. 

Once the path is failed it is reconstructed by the 

available node by eliminating traffic sources and 

attackers origin. Event detection is most needed 

task. Sensor node are deployed on a grid an then 

each of them is perturbed by a random shift. The 

communication range R of sensor nodes. However, 

concerning other parameters e.g., time complexity 

and communication cost, our proposed method as 

much better performance. We expect a message can 

be delivered along a path clockwise going around 

the region with the shortest path, and then come 

back to the initial node. We introduce the proposed 

algorithm in detail. That the boundary of event 

region is already obtained and each node has the 

knowledge whether or not it is on the event 

boundary. The attack generally consists of efforts to 

temporarily or indefinitely interrupt or suspend 

services of a host connected to the Internet.  

Our contributions 

To overcome the security issues secure standards 

protocols are used for the communication. 

Cryptographic keys and certificate tokens are also 

introduced to check the authentication. Sandboxing 

is an additional feature added with Java and .Net 

platform to differentiate actions from the operating 

system. Well tested tools are implemented for 

developer’s team for secure frame work.  WS- 

service access policies and protocol bindings are 

introduced to protect XML form DOS attacks. 

The process is followed as  

 The user sends a request to the service 

provider to check the availability of nodes 

and also sends the registration for packet 

selection 

 The service provider sends the response to 

the user after checking the user’s basic 

information and credit details. 

 After getting the response from service 

provider the user now capable to access 

the various nodes and construct the 

shortest path. 

 

 Once the selected path failed to send the 

packets by some accidents the distributed 

algorithm helps to broadcast the message 

by selection available nearby path in the 

distributed network. 

 Once the path is selected the content is 

delivered by the alternated path .If the 

server finds any treats or attacks the server 

stops sending and blocks that path. 

III SYSTEM ARCHITECTURE 

Router framework mostly all the consumers faces 

the risk at the same time and the will not able to 

access the provider site. The general communication 

is and request are send in the form of message 

quires with the use of IP header protocol. The 

attackers easily implemented the threats from 

distributed network and make the system fail. To 

overcome these attacks we build the strong firewalls 

between the each router and the system server. The 

firewall is a basic defender which protects the server 

and also defines the source of attacker’s path to 

block them from rapid attack. The firewall is builds 

in between the client and server but much better to 

be placed between routers. The system architecture 

(Fig 3.1) illustrates how the attacker tries to attack 

the server and how we recover our server by 

building firewalls. 

 When the consumer sends the request to server the 

load balancer checks for the availability of the 

server. Once the request has been accepted router 

is enabled to locate the path between consumers 

and providers. If it finds the request has slow down 

the provider side, the firewall makes that request to 

message header. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 3.1 system Architecture 
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WSN EVENT DETECTION 

Infrastructures are sensed by nodes and network to 

detect theemergency event. All nodes are 

connected with other nodes tocommunicate and 

efficient detect the event. 

Moreover, we expect the algorithm can be 

applicable in the location-free environment, thus 

avoiding the requirement of high-cost GPSmodules 

for sensor nodes or high communication-cost 

localizationprocess. Judging whether being inside or 

outside, sensor nodes out ofthe event region can 

ascertain their actions for the tasks. 

DISTRIBUTED ALGORITHM 

We introduce the proposed algorithm in detail. By 

leveraging theexisting study, we assume that the 

boundary of event region isalready obtained and 

each node has the knowledge whether or not it ison 

the event boundary. 

Each node inside the searching range can obtain the 

minimum hop count and the shortest path to the 

event boundary, with RS packetscounting hops 

during the flooding. Each node recording the 

minimumhop count according to RS packets 

received 

ROUTING THE INFORMATION 

After root node r obtain the information of the 

paths mentioned. Inthe absence of location 

information, we have to use the sensor 

nodesdiscretely in the area to estimate and 

represent the convex hull. 

Hence, we define a concept of topological nodes do 

not report any data to the gateways, but once every 

ten simulated seconds they transmit a coverage area 

report to a neighbouring node that is closer to thier 

selected to gateway 

When wireless sensor networks contain multiple 

gateways, it is key to route location dependent 

subscriptions efficiently to the set of gateways that 

service the particular region of interest. 

TOPOLOGICAL METHODS 

A topological method is a set of statement 

constructed to describe a set of facts which clarifies 

the causes, and consequences of those facts. This 

description may establish rules and laws, and may 

clarify the existing ones in relation to any objects, or 

phenomena examined. 

The components of an explanation can be implicit, 

and be interwoven with one another. Judging 

whether being inside or outside sensor nodes out of 

the event region can ascertain their actions for the 

tasks. 

 

 

1V.ATTACKS AND PREVENTION 

 

Online communication faces security threats due to 

the lack of security standards in web services.  The 

threats are available in all softwares and 

applications that slow down the web service server 

or decrease the confidentiality level among 

consumers. The common attacks available in web 

services are explained in chapter II. Lots of 

encryptions and security measures are available to 

overcome these threats. Some of the common 

measures are 

 

V ALGORITHM 

 

       The packet filtering and content detection is 

dropped by the implementation of distributed 

algorithm (Random Early Detection). It detects the 

arrival time of each packet and also the checks the 

probability of the packets dropped due to the 

malicious content. IT also estimates the average 

queue size of packet arrival. 

 

 

 

 

 

 

 

 

 

 

 

 

VI. IMPLEMENTATION 

In this paper, we implemented the secure tool for  

event detection and cotentattack and attacks on 

event scheduling.. The application is developed in 

Microsoft .NET framework. All the application access 

the .NET framework for the subject code security 

and language security expectation. The libraries also 

provide all application to check the access policy for 

IT organizations. 

 

 

Distributed algorithm: 

For arrival of every packet: 

ifqueueavg<= queueqmin then 

Enqueue the packet 

end 

ifqueueavg>= qmax then 

Drop the packet 

end 

ifqueuemin<queueqavg<queuemax then 

Mark or drop the packet from the queue 

with 

certain probability pd 

end 
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VII CONCLUSIONS 

In this paper, we have proposed to enable a 

communication in uncovered network. By applying 

distributed algorithm, the un known region is 

detected on the failure of network and the message 

is also delivered on the both side of static and 

scalable nodes. The distributed environment 

manages the available nodes on the failure of 

current nodes and it has been undertaken by the 

monitoring node to assign the path on the failure of 

current path. The simulation results shows the split 

of sensor nodes for the purpose of node failure and 

adopt new available node to reduce traffic and for 

on time message deliver. 
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