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ABSTRACT

A decentralized access control scheme for secure data storage in clouds that
supports anonymous authentication. Currently, the only method for enforcing
such policies is to employ a trusted server to store the data and mediate access
control. In Existing system, access control schemes designed for clouds which are
centralized. A centralized approach where single key distribution center (KDC)
distributes secret keys and attributes to all users.It prevents replay attacks and
supports creation, modification, and reading data stored in the cloud, also

address user revocation. A decentralized access control using two types protocols
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are, 1. Attribute Based Encryption (ABE) and 2. Attribute Based Signature (ABS).
KEYWORDS: Cloud Storage, CP-ABE, Revocable Data Access Control, Secure Data,
Sharing, attribute-based signatures, attribute-based encryption.
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| INTRODUCTION system. For an example, only faculty members and

Cloud computing is a technology that uses
the internet and central remote servers to maintain
data and applications. Cloud computing allows
consumers and businesses to use applications
without 1aaS are virtual servers leased by Amazon,
Rackspace, GoGrid, etc..

There are three types of access control:
user-based access control(UBAC), role-based access
control (RBAC), and attribute-based access control
(ABAC).

In UBAC, the access control list contains the
list of users who are authorized to access data. This
is not possible in clouds where there are many
users. In RBAC users are classified based on their
own roles. Data should be accessed by users who
have matching roles. The roles are declare by the

senior secretaries might have access to data but not
the junior secretaries..

ABAC is more extended in scope, in which
users are given attributes, and the data has attached
access policy. Only users with valid set of attributes
and satisfying the access policy, can access the data.
Only when the users have matching set of
attributes, they have decrypting the information
stored in the cloud.

Third service model is Infrastructure as a
Service (laaS). Cloud infrastructure services or
Infrastructure as a Service (laaS) delivers a
computing infrastructure, typically a virtualization
environment, as-a-service. Examples of laaS are
virtual servers leased by Amazon, Rackspace,
GoGrid, etc.
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Figure: Cloud Computing
Our contributions in this paper are multirole.

a. To identify whether the user is protected
from the cloud during authentication.

b. The architecture is decentralized, meaning
that there should be several KDCs for key
management.

c. The access control data and authentication
are both collusion resistant, that means
two users can collude and access data or
authenticate themselves, if they are
individually not authorized.

d. Revoked users cannot be access the data
after they have been revoked.

e. The proposed system is resilient to replay
attacks. A writer those attributes and keys
have been revoked cannot write back stale
information.

Il Background

Assumptions:

a. Users can have either read or write or both
accesses to a file stored in the cloud.

b. All communications between users/clouds are
secured by the secure shell protocol technique, SSH.
Formats of Access Policies:

a. Boolean functions of attributes,

b. Linear secret sharing scheme (LSSS) matrix of the
data [1], or

c. Monotone span programs.

Any access structure can be converted into a
Boolean function. An example of a Boolean function
is ((@1 A a2 A a3) V (a4 A a5)) A (a6 V a7)), where
al,a2,..., a7 are attributes.

Let Y : {0; 1}n =>{0; 1} be a monotone Boolean
function.. A monotone span program for Y over a
field IF is an | *t matrix M with entries in IF, along
[1=>[n]that associates
each row of M with an input variable of Y, such that,

with a labeling function a :

for every (x1,x2,...,xn) e {0, 1}n.

a. Distributed access control of the data
stored in cloud. Only authorized users with
valid attributes can access the data.

b. Authentication of users only store data and
modify their data on the cloud.

c. The costs are comparable to the existing
centralized approaches, it's very expensive
operations are mostly done by the cloud.

Il RELATED WORK
A) Public key cryptography
known

Public-key cryptography, also

as asymmetric cryptography, is a class
of cryptographic algorithms which  requires  two
separate keys, one of which is secret (or private) and
one of which is public. Although different, the two
parts of this key pair are mathematically linked. The
public key is used to encrypt plaintext or to verify
a digital signature; whereas the private key is used
digital
signature. The term "asymmetric" stems from the

to decryptcipher-textor to create a
use of different keys to perform these opposite
functions, each the inverse of the other — as
contrasted  with  conventional ("symmetric")
cryptography which relies on the same key to
perform both.

based on

Public-key algorithms are

mathematical problems which currently admit no
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efficient solution that are inherent in certain integer
factorization, discrete logarithm, and elliptic curve
relationships. It is computationally easy for a user to
generate their own public and private key-pair and
to use them for encryption and decryption. The
strength lies in the fact that it is "impossible"
properly
generated private key to be determined from its

(computationally infeasible) for a
corresponding public key. Thus the public key may
be published without
whereas the private key must not be revealed to

compromising security,
anyone not authorized to read messages or perform
digital signatures.
Message authentication involves processing
a message with a private key to produce a digital
signature. Thereafter anyone can verify this
signature by processing the signature value with the
signer's corresponding public key and comparing
that result with the message. Success confirms the
message is unmodified since it was signed, and —
presuming the signer's private key has remained
secret to the signer — that the signer, and no one
else, intentionally performed the signature
operation. In practice, typically only ahash or
digest of the message, and not the message itself, is
encrypted as the signature.
Many homomorphic encryption techniques
have been suggested to ensure that the cloud is not
able to read the data while performing

computations on them. Using homomorphic
encryption, the cloud receives ciphertext of the data
and performs computations on the ciphertext and
returns the encoded value of the result. The user is
able to decode the result, but the cloud does not
know what data it has operated on. In such
circumstances, it must be possible for the user to
verify that the cloud returns correct results.
Accountability of clouds is a very challenging task
and involves technical issues and law enforcement.
Neither clouds nor users should deny any operations
performed or requested. It is important to have log
of the transactions performed; however, it is an
important concern to decide.

B) LIMITATIONS

CP-ABE is more appropriate for data access
control of cloud storage systems, as users may hold
attributes issued by multiple authorities and data
owners may also share the data using access policy
defined over attributes from different authorities.

For example, in an E-health system, data owners
may share the data using the access policy “Doctor
AND Researcher”, where the attribute “Doctor” is
issued by a medical organization and the attribute
““Researcher” is issued by the administrators of a
clinical trial. However, it is difficult to directly apply
these multi-authority CP-ABE schemes to multi-
authority cloud storage systems because of the
attribute revocation problem.

In authority cloud storage systems, users’
attributes can be changed dynamically. A user may
be entitled some new attributes or revoked some
current attributes. And his permission of data access
should be changed accordingly. However, existing
attribute revocation methods either rely on a
trusted server or lack of efficiency, they are not
suitable for dealing with the attribute revocation
problem in data access control in authority cloud
storage systems

Cloud servers prone to Byzantine failure, where a
storage server can fail in arbitrary ways. The cloud is
also prone to data modification and server colluding
attacks. In server colluding attack, the adversary can
compromise storage servers, so that it can modify
data files as long as they are internally consistent. To
provide secure data storage, the data needs to be
encrypted. However, the data is often modified and
this dynamic property needs to be taken into
account while designing efficient secure storage
techniques. Efficient search on encrypted data is
also an important concern in clouds. The clouds
should not know the query but should be able to
return the records that satisfy the query.

This is achieved by means of searchable
encryption. The keywords are sent to the cloud
encrypted, and the cloud returns the result without
knowing the actual keyword for the search. The
problem here is that the data records should have
keywords associated with them to enable the
search. The correct records are returned only when
searched with the exact keywords. Security and
privacy protection in clouds are being explored by
many researchers.

IV SYSTEM MODEL

Here  propose our privacy preserving
authenticated access control scheme. According to
our scheme a user can create a file and store it
securely in the cloud. This scheme consists of use of
the two protocols ABE and ABS.
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We refer to the system Architecture. There are
three users, a creator, a reader, and writer. Creator
Alice receives a token _ from the trustee, who is
assumed to be honest. A trustee can be someone
like the federal government who manages social
insurance numbers etc .On presenting her id (like
health/social insurance number), the trustee gives
her a token. There are multiple KDCs, which can be
scattered. For example, these can be servers in
different parts of the world. A creator on presenting
the token to one or more KDCs receives keys for
encryption/decryption and signing. In the system
Architecture, SKs are secret keys given for
decryption, Kx are keys for signing. The message
MSG is encrypted under the access policy X. The
access policy decides who can access the data
stored in the cloud. The creator decides on a claim
policy Y, to prove her authenticity and signs the

Data Store
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Co,
//ect E”nypt-
lon

ang o;. ’ Decp,, ..
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Creator

Collect Encryption X Decryption Key
and Signjture
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message under this claim. The ciphertext C with
signature is ¢, and is sent to the cloud. The cloud
verifies the signature and stores the ciphertext C.
When a reader wants to read, the cloud sends C. If
the user has attributes matching with access policy,
it can decrypt and get back original message. Write
proceeds in the same way as file creation. By
designating the verification process to the cloud, it
relieves the individual users from time consuming
verifications. When a reader wants to read some
data stored in the cloud, it tries to decrypt it using
the secret keys it receives from the KDCs. If it has
enough attributes matching with the access policy,
then it decrypts the information stored in the cloud.

Reader

Figure: System Architecture
distributed center phase, user revocation phase,

V PROPOSED SYSTEM DESIGN

In this chapter used to describes the system design
how to implement in cloud computing. Here using
different phases for the implementation i.e. creator
phase, data dynamic phase, read only phase, key

cloud storage phase. Those are explained below.

A) CREATOR PHASE
In this phase a user L1t first registers itself as a one
trustee; the trustee gives it a token and the
signature and also signed with the trustees private
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key. The user on presenting this token obtains
attributes and secret keys from one or more KDCs.
After user encrypt the Data using ABE and upload to
cloud. Creator to assign writes permission to the
anonymous writer to authenticate the writer
through Trustee.

B) DATA DYNAMIC PHASE
Data Dynamic Phase used to write proceeds in the
same way as file creation. By designating the
verification process to the cloud, it relieves the
individual users from time consuming verifications.
A user can only write provided the cloud is able to
validate its access claim. An invalid user cannot
receive attributes from a KDC, if it does not have the
credentials from the trustee. If a user’s credentials
are revoked, then it cannot replace data with
previous stale data, thus preventing replay attacks.
The Correct authenticated writer will modify the
data that process data dynamic these are Insert,
Delete, Update Operation will conducted.

C) READ ONLY PHASE
In this phase a reader wants to read, the cloud sends
C. If the user has attributes matching with access
policy, it can decrypt and get back original message.
Reader it tries to decrypt the data using the secret
keys it receives from the KDCs. If it has enough
attributes matching with the access policy, then it
decrypts the information stored in the cloud.

D) KEY DISTRIBUTED CENTRE PHASE
Key Distributed Centre
authenticated user to assign a Trustee token and

Phase is wused to

collect a public and private keys for encryption and
decryption of the data. User receives a set of
attributes from KDC and corresponding secret key.
Note that all keys are delivered to the user securely
using the user’s public key, such that only that user
can decrypt it using its secret key.
E) USER REVOCATION PHASE

In this phase used to ensure that users must not
have the ability to access data, even if they possess
matching set of attributes. For this reason, the
owners should change the stored data and send
updated information to other users. The set of
attributes possessed by the revoked user is noted
and all users change their stored data that have
attributes. Revocation involved changing the public
and secret keys of the minimal set of attributes
which are required to decrypt the data.

F) CLOUD STORAGE PHASE

Cloud Storage phase is used to store data in cloud.

Google Cloud Storage allows world-wide storing and

retrieval of any amount of data and at any time.

V CONCLUSION

Here presented a decentralized access control

technique with anonymous authentication, which

provides user revocation and prevents replay
attacks. The cloud does not know the identity of the
user who stores information, but only verifies the

user’s credentials. Key distribution is done in a

decentralized way. This project implements in

windows azure cloud (Microsoft Cloud) storage and
access through the real time web URL based
application. In future we will improve the knowledge
to hide the attribute and the Access policies in

Decentralized Data Access in secure Cloud. Here

proposed a revocable multi-authority CPABE scheme

that can support efficient attribute revocation.

Construct an effective data access control scheme

for multi-authority cloud storage systems and also

proved that scheme was provable secure in the
random model. The revocable multi-authority

CPABE is a promising technique, which can be

applied in any remote storage systems.
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