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1. INTRODUCTION 

 The present work is aimed at to provide 

network security for the data communication over 

the wireless network using the asymmetric 

approach of cryptography. The use of network 

security is to protect the network information and 

resources from the unauthorized access. All the 

application that are based on computer networking 

and deals with data communication over the 

network require network security. As in the case of 

wireless sensor networks, various constraints to 

security level provided include low computation 

capability, small memory, limited energy resources
 

[3]
, susceptibility to physical capture, lack of 

infrastructure. These issues put security challenges 

and require making innovative approaches 

desirable. 

                 Major security threats are the attacks like 

DoS (Denial of Service) Attack, Node Clone Attack 

and Sybil attack etc. Security plays a fundamental 

role in many wireless network applications. In the 

wireless nodes, batteries are the source of energy. 

So, while providing security using existing security 

mechanisms are inadequate because energy 

consumption becomes a key consideration. and new 

approaches are desired. 

For providing security in data 

communication, cryptography is used to secure the 
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data packets. The data is encrypted at the 

transmission and decrypted back at the receiver 

end. Today, various cryptography techniques and 

algorithms exist but these cryptography algorithms 

are complex, slow and power hungry. They require 

more processing power because of high 

computations involved which make them 

impractical for the wireless network nodes. 

2. CRYPTOGRAPHIC ALGORITHMS 

Based on the number of keys involved in the 

encryption and decryption process, there are three 

types of algorithms that are employed
[7]

, and further 

defined by their application and use.   

  Secret Key Cryptography (SKC): Uses a 

single key for both encryption and 

decryption  

 Public Key Cryptography (PKC): Uses one 

key for encryption and another for 

decryption  

 Hash Functions: Uses a mathematical 

transformation to irreversibly "encrypt" 

information  

                 Cryptography has four basic goals known 

as Confidentiality, Integrity, Authentication and No 

repudiation. 

2.1 Symmetric Cryptography Algorithms: 

 Data Encryption Standard (DES) 

 Triple DES (3DES), 

 International Data Encryption Algorithm 

 (IDEA),  

 Blowfish 

 Skipjack,  

 Advanced Encryption 

 Standard (AES). 

Limitations of Symmetric Algorithms include
[6]

: 

1. Distribution of the key is the problem, because 

once the key is compromised, it means a total 

security leak. 

2.  It does not provide No repudiation of data. 

3. Once a member of a security group leaves a 

new key must be generated and distributed. 

2.2 Asymmetric Key Algorithms 

 It is the public key algorithm that covers up 

all the weakness found in symmetric key system. 

This algorithm uses two keys - public and private 

which are used for data encryption and data 

decryption. One of the keys is the Public key that is 

shared to all whereas each member of the group 

had his own private key, which is private to him and 

only known to him. Few asymmetric algorithms 

Diffie-Hellman, RSA, Digital Signature Algorithm 

(DSA), Elliptic Curve Cryptography(ECC) are currently 

in use. The most commonly used asymmetric 

algorithm is the RSA algorithm. 

2.3 Hashing Algorithms 

Hashing algorithms are secure one and are 

used with digital signatures, it provides a fixed 

length digital digest of a message and it is almost 

impossible to derive a message from its hash 

function. From the security point of view, it is also 

very much unlikely that the same two messages will 

generate the same hash function-thus a very 

effective way to ensure integrity of a message. Most 

commonly used hash algorithms are: Message 

Digest 2 (MD2), Message Digest 4 (MD4), Message 

Digest 5 (MD5), Secure Hash Algorithm (SHA), Hash-

Based Message Authentication Code (HMAC). 

2.4 New Directions :RSA Algorithm 

 The popular RSA algorithm invented in 

1977 is named after Ron Rivest, Adi Shamir and Len 

Adleman
[11]

. Although the basic technique was first 

discovered in 1973 by Clifford Cocks of CESG (part of 

the British GCHQ) but this was a secret until 1997 

and also, the patent taken out by RSA Labs has 

expired. The RSA algorithm can be used for both 

public key encryption and digital signatures. The 

security is based on the difficulty of factoring large 

integers in the algorithm.  

3. Related Work 

 Based upon the work done and the 

experience of network and wireless security experts 

with factoring large numbers and studying the key 

length of the public key algorithms used, it was 

estimated that within three years, the algorithmic 

and computer technology used for network security 

that was based to factor RSA-512 bit key length will 

be widespread, at least in the scientific world, so 

that by then 512-bit RSA keys will certainly not be 

safe anymore. Something more secure is required 

and thus the security professionals were made to 
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think about the solution to provide security. With 

unsafe network, the keys used for authentication or 

for the protection of data will be able to secure only 

for a small period longer than a few days
[15]

. 

Although 512-bit RSA keys protect 

approximately 95% of today's E-commerce on the 

Internet at least outside the USA and are used in SSL 

(Secure Socket Layer) handshake protocols. The 

complete E-commerce business in the world will be 

on the much larger number. Understanding the 

urgency of the undesirable situation, it became 

important to use "strong" cryptography like RSA. If 

we look at history in the past, on January 12, 2000, 

the U.S. Department of Commerce Bureau of Export 

Administration (BXA) issued new encryption export 

regulations which allow U.S. companies to use larger 

than 512-bit keys in RSA-based products. As a result, 

the work was done to enhance the security and use 

larger key length by replacing the 512-bit keys by 

768-bit. This was thought that this will create the 

much more favorable conditions for secure internet 

communication.  

Therefore, the related work in the 

cryptography and network security was up to key 

length 512 bit and then by 768-bit key. But it was 

too was unable to provide the required level of 

security.  So the need to implement RSA-1024 bit 

becomes necessary to cope up with the upcoming 

needs for security
[15]

. Now, with enhancement in 

technology, RSA-2048 and RSA-4096 bit key length is 

the need of the hour which is used in the present 

work to see the viability and the security level in the 

wireless sensor network.   

4. Key length 

The key length of an RSA key, it is basically 

referring to the length of the modulus, n, in bit
[10]

. A 

key length of 768 bits or 1024 bits is now no longer 

considered secure. The longer the information is 

needed to be kept secure, the longer the key you 

should use. Keep up to date with the latest 

recommendations in the security journals.  

RSA with 2048-bit keys (RSA-2048) and 4096-bit keys 

(RSA-4096) is implemented which provides a 

currently accepted level of security for many 

applications to protect data beyond the encryption 

of a 1024-bit block
[12]

.  

 

 

 

 

 

 

 

 

 

 

Figure 1:  RSA decryption time by key length 

With every doubling of the RSA key length, 

decryption is 6-7 times slower. So it requires much 

more time to decrypt the cipher text. Adi Shamir 

who was one of the RSA creators estimated that 

"Around 8.4 million CPU years are needed to 

factorize even a 1024-bit number in software". His 

estimate is specifically 8.4 million uniprocessor PCs, 

taking into account memory and data transfer 

requirements  

But the estimated energy consumption is a 

much lower for RSA-1024 bit. Algorithm is more 

secure than the (RSA-768 bit) algorithm. RSA-1024 

bit, when implemented consumed more power on 

same processor.  

Similarly, when the key length is increased 

to 4096 bit, the energy consumption level is less 

than the 2048-bit key length on the same processor. 

This shows that the network can be made secure 

using the 4096-bit key length and will make the 

network more secure and will be nearly impossible 

to break into network security. 

5. CONCLUSION 

 Cryptography is used to secure the 

communication data packets. It encrypts the data 

while transmitting it and decrypts it back at the 

receiver end. Today, various cryptography 

techniques and algorithms exist. Cryptography 

algorithms are complex, slow, power hungry. They 

involve high computations and require more 

processing power which makes them impractical for 

the wireless network nodes.  
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 RSA with 4096-bit keys (RSA-4096) is able 

to secure the network communication data and is 

possible to implement in the wireless sensor nodes. 

It provides much secure level of level of security for 

many applications to protect data beyond the 

encryption of a 4096-bit block.  

6. FUTURE SCOPE 

Although research efforts have been made on 

cryptography, key management, secure routing, 

secure data aggregation, and intrusion detection in 

WSNs, there are still some challenges to be 

addressed. Firstly, the security mechanisms are 

highly application-specific so the selection of the 

appropriate cryptographic methods depends on the 

processing capability of sensor nodes.  Secondly, 

sensors are characterized by the constraints on 

energy, computation capability, memory, and 

communication . bandwidth. The design of security 

services in WSNs must satisfy these constraints. 
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