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ABSTRACT

Distributed Reflection Denial of Service is the recent iteration in the series of Denial
of Service attacks. Since the increasing popularity of web-based applications has led
to several critical services being provided over the Internet, it is important to prevent
malicious attackers from launching such attacks that causes disruption of service.
This paper first presents a brief discussion on some of the important types of DDoS
attacks that currently exist and some existing mechanisms to combat these attacks.
We use Correlation Matrix based Detection algorithm which helps to find whether
the network is experiencing a channel failure or is under attack. The detection
algorithm is based on a statistical analysis of network flow. Once the attack is
detected, the attack path and source are multicast to all nodes, so that the nodes in
the network can avoid any traffic from them, thus reducing the effect of DRDoS
attack for a specified period of time. This type of model have good detection
accuracy, evaluation carried out demonstrate effectiveness of the proposed defence
mechanism against DDoS attacks.
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INTRODUCTION
A DRDoS is modified version of DDoS attack
that is more dangerous than earlier of its

given boost to research community to develop cost
effective, protocol independent methods of
detecting most kinds of DRDoS attacks. The

predecers. This type of attack uses normal hosts
called “reflectors” to flood the victim. Ingenious
variation on the traditional SYN attack to actually
trick innocent servers is the main strong point in
the success of these attacks and core infrastructure
routers into unknowingly executing a DDoS attack.
There exists detection mechanisms for DDoS
attack, but they are not applicable to DRDoS as
attack traffic is further diluted by the reflectors and
these type of attacks has the ability to amplify the
attack traffic. The result of DRDoS attack results in
no general access to the remote server or possibly
crashing of server [3]. Packet content, protocol
inspection may be helpful, but it needs lots of
computational resources which is infeasible
solution for most small business companies to
setup such costly infrastructure [6, 7]. This issue

evaluation of this type of system is carried out
using KDD 99 dataset. This paper uses correlation
matrix based method for DDoS detection and
based on the evaluation result those are captured
it is found that this model is able to detect nearly
84% of DDoS attacks with only 4% of false positive
rate. The rest of the paper is organized as follows,
section 2 provides an overview of existing
countermeasures against DRDoS attacks, Section 3
gives a detailed definition of the attack detection
steps and algorithms used in proposed system and
finally conclusion is drawn in Section 4.
Literature Survey

A Network ingress filtering is a mechanism
proposed to prevent attacks that use spoofed
source addresses [13]. This involves configuring the
routers to drop packets that have illegitimate
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source IP addresses. One of the serious pitfalls of
this method is its inability to curtail a flood attack
that originates with a spoofed IP address from
within the network. ICMP traceback messages are
useful to identify the path taken by packets
through the Internet [14]. This requires a router to
use a very low probability with which traceback
messages are sent along with the traffic. Hence,
with sufficiently large number of messages, it is
possible to determine the route taken by the traffic
during an attack. This enables localization of the
attacking host. An approach to overcome the
problems associated with ascertaining the validity
of IP addresses in ingress filtering is to use the
routing information instead of just the source
address. IP traceback proposes a reliable way to
perform hop by hop tracing of a packet to the
attacking source from where it originated [15][16].
However, this requires coordinated effort from all
the routers in the network along with the path
from the victim to the attacker, and examination of
the packet logs. Deterministic packet marking
(DPM) is another mechanism to detect DoS attacks
[12]. It relies on routing information inscribed in
the packet header by the routers as the packet
traverses the network. This approach leads to an
increase in the size of the IP packet header as the
size of IP header increases linearly with the number
of hops traversed. The resultant variable header
size increases the complexity of processing.
Intrusion prevention Technique which can be
efficiently used to detect the DR-DoS attack [3].
Hiroshi Tsunoda, Kohei et.al [10] proposed work on
detecting DRDoS attacks by a simple response
packet confirmation mechanism Response packet
confirmation mechanism. His proposed model was
simple to deploy and computational cost is also
low. Basheer Al-Duwairi et.al [11] proposed
distributed packet pairing for reflector based DDoS
attack mitigation. Rank Correlation based Detection
Efficiently differentiate attack packets from the
malicious packets. The Protocol Independent
Detection and Classification (PIDC) Response rate =
good. Xiao, Bin et.al [9] proposed a novel approach
to detecting DDoS Attacks at an early stage
Cooperative based detection method warning will

be sent to the protected server, if packet drop
occurs.
PROPOSED System

This system uses correlation based approach
for characterizing network flows. It works in two
stages as per given in figure 1. The two phases are
given as follows, training and detection phase
which is also called as testing phase, Before training
there is additional phase included which is essential
for any data mining or machine learning model that
is data pre-processing and normalization. This
important step is carried out before passing the
data to the training state, with removed labels
from each sample. In the training phase, the
system applies statistical transformation
techniques to determine the correlation between
various networks flows by which we can carry out
flow characterization. Once overall training
completed the collected statistical measures such
as standard deviation, mean, mean correlational
matrix is stored into database so that in future
detection phase it can be used as reference point.
In the detection phase, mixture of normal and DoS
attack samples were given and Detection Rate and
False Positive Rate is measured. The statistical
method used in this system reveals the correlation
between various attributes in the packet samples
and we use them with network flow rate to
characterize the network samples.

Training | » }
Input Dataset g — A

y DR-DOS Detection System -~ DB
rs

—_— ¥

~a Testing L% Output

Fig. 1 System Architecture

The correlation between any two samples
can be obtained using equation given below, where
Tr2,1 is the correlation between attribute number
2 to attribute 1. Once we have flow correlation
between normal samples, we can put a threshold
to detect DRDoS attacks [15]. Correlation between
any two samples can be obtained using statistical
analysis. Once we have flow correlation between
normal samples, we can put a threshold to detect
DRDoS attacks [15].
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Standard deviation between any two
samples can be calculated as,

o(Trygme, Trig™!) = )
=
A packet sample in KDD 99 dataset consist
of 42 attributes, we consider only those attribute
whose distance between mean and standard
deviation is large. A packet sample in KDD 99
dataset consist of 42 attributes, we consider only
those attribute whose distance between mean and
standard deviation is large.
RESULTS AND DISCUSSION
This system evaluation is conducted using
KDD Cup 99 dataset [7] that is developed for
researchers at DARPA and it is available at their
website. The data has been recorded for 7 weeks it
contains normal as well as attack samples
consisting of various attacks and overall samples
collected consist of million. Each sample consist of
42 attributes and each of these samples are labeled
so that individual researchers can train their
models and carry out evaluation [12]. A smaller set
out of 5 million samples is separated that is free
from duplicates and it is recommended for the
young researchers. During the evaluation, the 10
percent labeled data of KDD Cup 99 dataset is
worn, here we have three types of legitimate traffic
(TCP, UDP and ICMP traffic) and six different types
of DoS attacks (Teardrop, Smurf, Pod, Neptune,
Land and Back attacks) are available. We
normalized the dataset before applying to this
system. First, the proposed correlation based
approach is evaluated for its accuracy of network
traffic characterization. To evaluate the detection
performance of the proposed correlation matrix-
based detection system, and the entire filtered
data subset is used in this assighnment. The training
is carried out on normal dataset and the network
flow characteristics are extracted such as standard
deviation between various attributes from their
mean. Once training is over, we supplied mixture of
normal as well as DoS attack samples and carried
out evaluation. Various evaluation measures used

1 normal,i narmal,i
]Z(Trm *— pirpmermat)(Tr ™ — iy prmat).

in any intrusion detection system are Detection

Rate, False Positive Rate and Accuracy. At different

threshold levels we get changing values of FPR and

DR. Finally the best detection rate we can achieve

is 84% and corresponding FPR determined is 4%.
TABLE I: RESULTS

5 Threshold False Det
r. No Level Positive Rate ection Rate
1 0.4 21% 100
2 0.5 18% 97
3 0.6 10% g2
4 0.8 4% 82
Conclusions

The steady evolution of DDoS attacks as a
means for achieving political, economic, and
commercial gains, and the relative ease, low costs,
and limited accountability in launching such
attacks, have rendered them one of the top threats
to today’s Internet services. Although various
independent DDoS attack prevention, mitigation,
and traceback techniques have been proposed by
researchers over the last decades, their relative
uptake has been minimal at beast, due to the lack
of a robust, fool-proof, and universal DDoS attack
defense mechanism. This paper uses correlation
based approach for detecting DRDoS attack. This
method is able to detect unknown attacks as well.
The evaluation is carried out on KDD Cup 99
dataset and results are good. It has been verified
that extracting correlation between various
attributes in  traffic flows is wuseful for
differentiating network flows. Even if training time
require by this system is high, once training is
carried out everything works fine.
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